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1. Introduction 
1.1 Purpose 
This policy sets out how Suada Corporation Limited ('Suada', 'we', 'us') complies with the UK 
General Data Protection Regulation (UK GDPR), the EU General Data Protection Regulation 
(EU GDPR), and the Data Protection Act 2018. It describes the principles, responsibilities, and 
operational controls that govern how Suada collects, processes, stores, and protects personal 
data. 

1.2 Scope 
This policy applies to all personal data processed by Suada, whether in electronic or physical 
form. It covers data relating to: 

•​ Customers: organisations that contract with Suada for platform services 
•​ End Users (Consumers): individuals who access the Suada platform through their 

organisation 
•​ Employees, contractors, and consultants working for or on behalf of Suada 
•​ Website visitors and prospective customers 
•​ Job applicants 
•​ Suppliers and business partners 

1.3 Our Role Under Data Protection Law 
Suada operates in a dual capacity: 

•​ As a Data Processor: when processing personal data on behalf of our enterprise 
customers. In this capacity, Suada processes data under the instructions of the customer 
(the data controller) in accordance with the terms of our Data Processing Agreement. 

•​ As a Data Controller: when collecting and processing personal data for our own 
business purposes, including employee data, website visitor data, marketing data, and 
direct customer relationship management. 

 

The distinction between these roles is important because it determines our obligations under 
GDPR. Each role carries specific legal requirements which are addressed throughout this policy. 

1.4 Applicable Legislation 
This policy addresses compliance with: 

•​ UK GDPR (retained EU law as amended by the Data Protection, Privacy and Electronic 
Communications (Amendments etc) (EU Exit) Regulations 2019) 

•​ Data Protection Act 2018 
•​ EU General Data Protection Regulation (Regulation (EU) 2016/679), where applicable to 

our EU-based clients 
•​ Privacy and Electronic Communications Regulations 2003 (PECR) 

 

This policy has been developed taking into account guidance from the Information 
Commissioner's Office (ICO) and is aligned with Suada's Information Security Management 
System (ISMS), which operates in accordance with ISO 27001:2022. 
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2. Data Protection Principles 
Under Article 5 of the UK GDPR, Suada is responsible for ensuring that all personal data 
processing adheres to the following principles: 

 

Principle GDPR Article How Suada Implements This 

Lawfulness, Fairness 
and Transparency 

Article 5(1)(a) Processing only on valid lawful 
bases (Section 3); clear privacy 
notices provided to all data 
subjects 

Purpose Limitation Article 5(1)(b) Data collected for specified, 
explicit purposes documented in 
our Privacy Policy and Data 
Processing Agreements 

Data Minimisation Article 5(1)(c) Privacy-by-design: only 3 
mandatory fields collected at 
registration (first name, last 
name, email). All additional data 
requires explicit user action 

Accuracy Article 5(1)(d) Users can update their own data 
at any time through the platform. 
Administrators can correct 
records. Subject access requests 
processed within 30 days 

Storage Limitation Article 5(1)(e) Retention periods defined for all 
data categories (see Section 6). 
Automated deletion for session 
data. Manual review for 
long-term records 

Integrity and 
Confidentiality 

Article 5(1)(f) AES-256 encryption at rest, TLS 
1.2+ in transit, MFA, RBAC, ISO 
27001-aligned security controls 
(see Section 8) 

Accountability Article 5(2) Documented policies, DPAs, 
DPIA procedures, audit logs, 
training records, and this policy. 
ISO 27001 ISMS framework 
provides the accountability 
structure 

3. Lawfulness of Processing and Consent 
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3.1 Lawful Bases 
Under Article 6 of the UK GDPR, Suada processes personal data on the following lawful bases: 

 

Lawful Basis GDPR Article Application at Suada 

Performance of a 
Contract 

Article 6(1)(b) Providing platform services to 
customers under our Master 
Customer Agreement; 
processing end user data to 
deliver training functionality 

Consent Article 6(1)(a) Marketing communications; 
creation and storage of 
user-generated content 
(teach-back videos, community 
posts); optional profile 
information 

Legitimate Interests Article 6(1)(f) Platform security monitoring and 
fraud prevention; service 
improvement through aggregate 
analytics; investigating 
misconduct 

Legal Obligation Article 6(1)(c) Tax and financial record-keeping; 
regulatory compliance; 
responding to lawful requests 
from public authorities 

Employment-related 
Processing 

Articles 6(1)(b), 6(1)(c) Employee salaries, pensions, 
benefits administration, HR 
records, performance 
management 

3.2 Obtaining Consent 
Where consent is the lawful basis, Suada obtains consent through the following mechanisms: 

•​ End User registration: Users must accept the Suada Data Privacy and Consent 
Statement before accessing the platform. This consent covers the collection of 
mandatory registration data and the creation/storage of user-generated content including 
videos. 

•​ Enterprise customers: The Master Customer Agreement and accompanying Data 
Processing Agreement establish the contractual framework for data processing. 
Customers are responsible for obtaining appropriate consent from their end users. 

•​ Marketing: Explicit opt-in consent is obtained before sending any marketing 
communications. All marketing emails include an unsubscribe mechanism. 
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Consent is freely given, specific, informed, and unambiguous. It can be withdrawn at any time 
by contacting support@suada.com, with no detriment to the individual. 

3.3 Special Category Data 
Suada does not systematically collect special category data (as defined in Article 9 UK GDPR). 
The platform does not include fields for health data, biometric data, political opinions, religious 
beliefs, or other special categories. If a user voluntarily includes such data in free-text fields or 
uploaded content, Suada processes it on the basis of the user's explicit consent given at 
registration. 

4. Records of Processing Activities 
In accordance with Article 30 UK GDPR, Suada maintains Records of Processing Activities 
(ROPA) documenting: 

•​ The categories of personal data processed 
•​ The purposes of processing 
•​ Categories of data subjects and recipients 
•​ International transfers and safeguards 
•​ Retention periods for each data category 
•​ Technical and organisational security measures 

 

These records are maintained within the ISMS framework (folder 13_GDPR) and are reviewed 
at least annually as part of the Management Review Meeting. They are available to the ICO 
upon request. 

The Data Collection Practices document provides a granular breakdown of all data processed 
through the Suada platform and mobile applications, including lawful bases and retention 
periods for each data element. 

5. Privacy Notices and Transparency 
5.1 Privacy Policy 
Suada maintains a comprehensive Privacy Policy (published at www.suada.com/privacy-policy 
and within the ISMS at 13_GDPR/Suada_Privacy_Policy_2026.docx) which provides all 
information required under Articles 13 and 14 UK GDPR, including: 

•​ Identity and contact details of the data controller 
•​ Purposes and lawful bases for processing 
•​ Categories of personal data collected 
•​ Recipients and categories of recipients 
•​ International transfer details and safeguards 
•​ Retention periods 
•​ Data subject rights 
•​ Right to lodge a complaint with the ICO 

5.2 Data Privacy and Consent Statement 
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All end users of the Suada platform must accept the Data Privacy and Consent Statement 
before accessing services. This statement covers consent for the processing of registration data 
(first name, last name, email), the creation and storage of user-generated content (including 
teach-back videos, skills demonstrations, community posts, and messages), and confirms the 
user is at least 16 years old. 

5.3 Employee Privacy Notices 
All Suada employees receive a privacy notice at the commencement of their employment, 
explaining how their personal data will be processed for employment purposes, their rights 
under data protection law, and their own responsibilities regarding the handling of personal data 
they encounter in their role. 

5.4 Marketing Communications 
Suada does not sell or share personal data with third parties for their own marketing purposes. 
Where Suada sends its own marketing communications, this is done only with the individual's 
prior consent, and all communications include a clear unsubscribe mechanism. Third-party 
marketing agencies engaged by Suada operate under written contracts and comply with GDPR 
requirements. 

6. Data Retention 
Suada retains personal data only for as long as necessary to fulfil the purposes for which it was 
collected, or as required by law. The following retention periods apply: 

 

Data Category Retention Period Justification 

Account registration data Duration of account + 12 
months 

Contractual necessity; 
re-activation window 

User-created content 
(videos, posts) 

Duration of account, or until 
consent withdrawn 

Consent; may be retained 
where needed for other 
users' learning records 

Platform activity logs 90 days Security monitoring and audit 

IP addresses 30 days Security and fraud prevention 

Customer contract records Duration of contract + 6 
years 

Limitation periods for legal 
claims; tax requirements 

Employee records Duration of employment + 6 
years 

Legal obligations (tax, 
pension, employment law) 

Marketing consent records Until consent withdrawn PECR compliance; record of 
consent 

Database backups 7 days (daily), 30 days 
(weekly), 6 months (monthly) 

Business continuity 
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When data reaches the end of its retention period, it is securely deleted using cryptographic 
erasure for encrypted storage and secure deletion procedures for all other data. Physical 
records are cross-cut shredded. 

7. Rights of Data Subjects 
Suada recognises and upholds the rights of individuals under Chapter III of the UK GDPR. All 
requests are handled free of charge and responded to within 30 calendar days (extendable by a 
further 60 days for complex requests, with notification to the individual). 

 

7.1 Right of Access (Article 15) 
Individuals may request a copy of all personal data Suada holds about them. Suada will provide 
the data in a commonly used electronic format, along with information about the purposes of 
processing, categories of data, recipients, retention periods, and the individual's rights. 

7.2 Right to Rectification (Article 16) 
Individuals may request correction of inaccurate personal data without undue delay. Platform 
users can update their own profile data directly. For other corrections, requests should be sent 
to support@suada.com. 

7.3 Right to Erasure (Article 17) 
Individuals may request deletion of their personal data where: the data is no longer necessary 
for the original purpose; consent has been withdrawn; the individual objects to processing and 
there are no overriding legitimate grounds; or the data has been unlawfully processed. 

Suada will action erasure requests promptly. Exceptions apply where retention is necessary for 
compliance with legal obligations, the establishment or defence of legal claims, or where data is 
needed for public health or archiving purposes in the public interest. 

Where end users are accessing the platform through their employer, erasure requests may 
need to be coordinated with the employing organisation (as data controller) to determine the 
appropriate scope of deletion. 

7.4 Right to Restriction of Processing (Article 18) 
Individuals may request restriction of processing where: the accuracy of data is contested; 
processing is unlawful but the individual does not want erasure; Suada no longer needs the data 
but the individual requires it for legal claims; or the individual has objected to processing 
pending verification of legitimate grounds. 

7.5 Right to Data Portability (Article 20) 
Where processing is based on consent or contractual necessity and is carried out by automated 
means, individuals may request their personal data in a structured, commonly used, 
machine-readable format (e.g. CSV or JSON). Where technically feasible, Suada will transmit 
this data directly to another controller at the individual's request. 
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7.6 Right to Object (Article 21) 
Individuals may object to processing based on legitimate interests at any time. Suada will cease 
processing unless it can demonstrate compelling legitimate grounds that override the 
individual's interests. Individuals may object to processing for direct marketing at any time, and 
Suada will cease such processing immediately upon request. 

7.7 Rights Related to Automated Decision-Making (Article 22) 
Suada does not currently use automated decision-making or profiling that produces legal or 
similarly significant effects on individuals. If this changes, Suada will ensure appropriate 
safeguards are in place, including the right to obtain human intervention, express a point of 
view, and contest the decision. 

7.8 Handling Requests 
All data subject requests should be directed to support@suada.com. Suada maintains a log of 
all requests and their outcomes. Where Suada acts as a data processor and receives a request 
directly from an end user, it will redirect the individual to the relevant data controller (their 
organisation) and notify that controller of the request. 

8. Technical and Organisational Security Measures 
In accordance with Article 32 UK GDPR, Suada implements appropriate technical and 
organisational measures to ensure a level of security appropriate to the risk. These measures 
are managed through Suada's ISO 27001:2022-aligned ISMS. 

8.1 Encryption 
•​ Data at rest: AES-256 encryption across all databases (MongoDB Atlas), file storage 

(AWS S3), and backup systems 
•​ Data in transit: TLS 1.2+ encryption enforced for all network communications 
•​ Full disk encryption mandatory on all employee devices (FileVault / BitLocker) 
•​ Database connection strings and API keys secured through AWS Secrets Manager 

8.2 Access Controls 
•​ Multi-factor authentication (MFA) required for all systems and services 
•​ Role-based access control (RBAC) with the principle of least privilege 
•​ Production database access restricted to senior engineering staff with CTO approval 
•​ Quarterly access reviews conducted to verify continuing business need 
•​ Immediate access revocation upon termination of employment (Leavers Checklist) 
•​ Strong password policy enforced (minimum 12 characters, complexity requirements) 

8.3 Infrastructure 
•​ All production systems hosted on AWS (EU Ireland region) 
•​ Network segmentation via AWS VPC (public subnets, private subnets, data subnets) 
•​ AWS Security Groups and Network ACLs restricting traffic 
•​ Web Application Firewall (WAF) and DDoS protection 
•​ Continuous security monitoring and threat detection 
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8.4 Email and Communications Security 
•​ Google Workspace for business email with built-in threat protection 
•​ Email attachment scanning and anti-phishing protections 
•​ Anti-spam filtering with rules-based policies 

8.5 Organisational Measures 
•​ Mandatory security awareness training for all employees upon induction and annually 

thereafter 
•​ Confidentiality agreements and acceptable use policies signed by all staff 
•​ Background checks (including DBS where applicable) for all employees 
•​ Clean desk policy and device screen-locking requirements 
•​ Secure software development lifecycle (SSDLC) for all platform development 

9. Data Processors and Sub-processors 
9.1 Processor Agreements 
In accordance with Article 28 UK GDPR, Suada maintains written Data Processing Agreements 
with all organisations that process personal data on our behalf. These agreements specify: 

•​ The subject matter, duration, nature, and purpose of processing 
•​ The types of personal data and categories of data subjects 
•​ The obligations and rights of the controller 
•​ Requirements for confidentiality, security measures, and audit rights 
•​ Provisions for sub-processing, data return, and deletion 

 

Suada maintains separate DPA templates for UK GDPR and EU GDPR compliance, available in 
the ISMS at 12_FORMS/NEW_CUSTOMER_PROCESS/. 

9.2 Sub-processor Management 
Before engaging any new sub-processor, Suada conducts a supplier security assessment 
covering: 

•​ Geographic location of processing and data storage 
•​ Technical and organisational security measures in place 
•​ Certifications and compliance posture (e.g., ISO 27001, SOC 2) 
•​ Contractual data protection provisions 
•​ Staff confidentiality obligations and training 

 

Current sub-processors are documented in the Sub-processor Disclosure 
(13_GDPR/Suada_Subprocessor_Disclosure) and include AWS, MongoDB Atlas, Google 
Workspace, GitHub, Pipedrive, and Sentry. Sub-processor lists are reviewed annually and 
enterprise customers are notified of any changes. 

9.3 Sub-processor Changes 
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Enterprise customers are entitled to prior notification of any changes to sub-processors, as 
specified in their Data Processing Agreement. This allows customers to raise objections before 
any new sub-processor begins processing their data. 

10. International Data Transfers 
Suada primarily stores and processes personal data within the European Economic Area (EEA), 
using AWS infrastructure in the EU (Ireland) region. 

Where personal data is transferred outside the UK/EEA (for example, to service providers 
based in the United States such as GitHub and Sentry), Suada ensures appropriate safeguards 
are in place in accordance with Chapter V of the UK GDPR: 

•​ Standard Contractual Clauses (SCCs) approved by the European Commission (as 
supplemented by the UK Addendum where applicable) 

•​ UK International Data Transfer Agreements (IDTAs) issued by the ICO 
•​ Transfer Impact Assessments conducted for each transfer to evaluate the legal 

framework of the recipient country 
 

Suada does not rely on the EU-US Privacy Shield Framework (invalidated by the Court of 
Justice of the European Union in July 2020) or the UK adequacy assessment of the EU-US 
Data Privacy Framework alone. All transfers are supported by contractual safeguards. 

11. Data Breach Management 
Suada maintains a formal Incident Management Policy 
(08_POLICIES_&_PROCEDURES/Incident Management) that governs the response to 
personal data breaches. 

11.1 Definition 
A personal data breach is a breach of security leading to the accidental or unlawful destruction, 
loss, alteration, unauthorised disclosure of, or access to personal data. This includes but is not 
limited to: unauthorised access to systems containing personal data, loss of devices containing 
personal data, accidental disclosure via email or platform, and ransomware or malware affecting 
personal data. 

11.2 Reporting 
All employees, contractors, and sub-processors are required to report any suspected or 
confirmed personal data breach immediately to the Operations Manager and the CTO. The 
incident is logged in the Incident Register. 

11.3 Assessment and Notification 
Upon becoming aware of a breach, Suada will: 

1.​ Contain the breach and assess the scope, cause, and impact 
2.​ Assess the risk to the rights and freedoms of affected individuals 
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3.​ Where the breach is likely to result in a risk to individuals: notify the ICO within 72 hours 
of becoming aware (Article 33 UK GDPR) 

4.​ Where the breach is likely to result in a high risk to individuals: notify the affected data 
subjects without undue delay (Article 34 UK GDPR) 

5.​ Where Suada is acting as data processor: notify the relevant data controller without 
undue delay 

6.​ Document the breach, its effects, and remedial action taken in the Incident Register 

11.4 Post-Incident Review 
Following any data breach, Suada conducts a root cause analysis and implements corrective 
actions through the ISMS Corrective Action process (03_IMPROVEMENTS/Corrective Actions) 
to prevent recurrence. 

12. Data Protection Impact Assessments 
In accordance with Article 35 UK GDPR, Suada conducts Data Protection Impact Assessments 
(DPIAs) where processing is likely to result in a high risk to the rights and freedoms of 
individuals. 

12.1 When a DPIA is Required 
Suada has established a formal DPIA Procedure (13_GDPR/Data Protection Impact 
Assessment Procedure) which defines seven mandatory triggers, including: 

•​ Systematic and extensive profiling or automated decision-making with significant effects 
•​ Large-scale processing of special category data 
•​ Systematic monitoring of publicly accessible areas 
•​ Use of new technologies or innovative applications 
•​ Processing that prevents data subjects from exercising rights 
•​ Large-scale processing involving vulnerable individuals 
•​ Matching or combining datasets beyond reasonable expectations 

12.2 DPIA Process 
DPIAs follow an 8-step methodology: identify need, describe processing, assess necessity and 
proportionality, identify risks to data subjects, assess risks (using a 5x5 likelihood/impact matrix), 
identify mitigations, consult stakeholders, and document/approve. 

Completed DPIAs are recorded using the DPIA Template 
(10_RISK_&_INCIDENT_MANAGEMENT/DPIA_Template.xlsx) and stored within the ISMS. 
Where residual risk remains high (score of 19-25), Suada will consult the ICO before proceeding 
with processing. 

12.3 Integration with Risk Management 
DPIAs complement the existing information security risk assessment process 
(10_RISK_&_INCIDENT_MANAGEMENT/Risk_Methodology). While the general risk 
assessment focuses on threats to Suada's information security, DPIAs specifically assess risks 
to the rights and freedoms of data subjects. Both processes feed into the quarterly Management 
Review Meetings. 
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13. Data Protection Governance 
13.1 Responsibilities 

Role Responsibilities 

CTO Technical security controls; system architecture decisions; 
leading DPIAs for technology-related processing; production 
access management 

Operations Manager Operational data protection controls; employee training 
coordination; supplier assessments; handling data subject 
requests 

Department Heads Ensuring data protection compliance within their teams; 
reporting incidents; participating in DPIAs 

All Employees Complying with this policy and related procedures; reporting 
data breaches immediately; completing mandatory training; 
handling personal data securely 

13.2 Data Protection Officer 
Suada has assessed whether it is required to appoint a Data Protection Officer under Article 37 
UK GDPR and has determined that a formal DPO appointment is not mandatory given the 
nature and scale of its processing activities. However, the Operations Manager serves as the 
designated data protection lead and fulfils the advisory and monitoring functions associated with 
the DPO role. This position will be kept under review as the organisation grows. 

All data protection queries and requests should be directed to support@suada.com. 

13.3 Training 
All employees receive mandatory data protection training upon joining Suada and annually 
thereafter. Training covers: the principles of UK GDPR, recognising and reporting data 
breaches, handling personal data securely, data subject rights, and the employee's individual 
responsibilities. Training completion records are maintained in the ISMS (11_TRAINING). 

14. ISO 27001 Alignment 
This policy operates within the framework of Suada's ISMS, which is designed and operated in 
accordance with ISO 27001:2022. The ISMS provides: 

•​ A systematic approach to managing information security risks, including risks to personal 
data 

•​ Documented policies and procedures covering all aspects of data handling 
(08_POLICIES_&_PROCEDURES) 

•​ Regular internal audits (03_IMPROVEMENTS/Audits) and management reviews 
•​ A formal corrective action process for continuous improvement 
•​ Asset management and classification (02_ASSET_MANAGEMENT) 
•​ Supplier security management and assessment (Supplier Security policy) 
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•​ Business continuity planning covering data availability and recovery 
 

The ISMS undergoes regular external assessment as part of Suada's ISO 27001 certification 
programme. Stage 1 assessment has been completed and Stage 2 assessment is scheduled. 

15. Complaints 
Individuals who believe Suada has not handled their personal data in accordance with this 
policy or data protection law may raise a complaint by contacting support@suada.com. Suada 
will investigate the complaint and respond within 30 days. 

If the individual is not satisfied with Suada's response, they have the right to lodge a complaint 
with the Information Commissioner's Office: 

•​ Website: https://ico.org.uk 
•​ Telephone: 0303 123 1113 
•​ Post: Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, 

Cheshire, SK9 5AF 

16. Policy Review 
This policy is reviewed at least annually, or sooner if triggered by: 

•​ Changes in data protection legislation or ICO guidance 
•​ Significant changes to Suada's processing activities or technology 
•​ A personal data breach or near miss 
•​ Findings from internal or external audits 
•​ Feedback from data subjects or enterprise customers 

 

All amendments are documented in the version control log and communicated to relevant 
stakeholders. 

17. Contact 
Organisation Suada Corporation Limited 

Address Portland House, 11-13 Station Road, Kettering, 
Northamptonshire, NN15 7HH 

Email support@suada.com 

Phone +44 7968 797030 

Website https://www.suada.com 

 
--- End of Data Protection Policy --- 
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