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1. Introduction 
Welcome to the privacy policy of Suada Corporation Limited. We are committed to protecting 
the personal data of everyone who interacts with our platform, website, and services. This policy 
explains what personal data we collect, why we collect it, how we use and protect it, and your 
rights in relation to that data. 

Suada operates a digital learning platform that enables organisations to deliver training, 
coaching, and skills development. As part of this, users may create content including teach-back 
videos, skills demonstrations, community posts, and other learning materials. This policy covers 
all data processing associated with these activities. 

This policy has been developed in alignment with Suada's Information Security Management 
System (ISMS), which operates in accordance with ISO 27001:2022. It replaces all previous 
versions of our privacy policy, including the version dated June 2022 published on our website. 

2. About Us 
Suada Corporation Limited is the data controller for the personal data described in this policy. 

 

Registered Name Suada Corporation Limited 

Registered Address Portland House, 11-13 Station Road, Kettering, 
Northamptonshire, England, NN15 7HH 

Email support@suada.com 

Website https://www.suada.com 

Data Protection Contact support@suada.com 
 

Each head of department is the responsible lead for data protection within their area of work. 
The Director of Strategy has overall responsibility for data protection compliance. 

Any questions about this policy, or requests to exercise your data protection rights, should be 
sent to support@suada.com. 

3. Who This Policy Applies To 
This policy applies to all individuals whose personal data we process, including: 

•​ Platform users (learners, trainers, tutors, assessors, and administrators) 
•​ Visitors to the Suada website (www.suada.com) 
•​ Prospective and existing enterprise customers and their employees 
•​ Individuals who contact us via email, telephone, or social media 
•​ Job applicants (who should also refer to our separate Candidate Privacy Notice) 
•​ Suppliers and business partners 

4. Personal Data We Collect 
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Suada operates on a privacy-by-design principle. We do not collect any user data in the 
background. All data collection beyond essential registration requires explicit user action. 

4.1 Mandatory Registration Data 
Only three fields are required to create an account on the Suada platform: 

Data Field Purpose Legal Basis 

First Name User identification and 
personalisation 

Contractual necessity 

Last Name User identification and 
personalisation 

Contractual necessity 

Email Address Authentication, password reset, 
essential notifications 

Contractual necessity 

 
These three fields are the only data Suada collects without explicit user action. 

4.2 User-Initiated Data (Optional) 
All additional data is collected only when users actively choose to provide it: 

Profile Information 
•​ Profile photo (uploaded by user) 
•​ Job title, department, and biographical information (entered by user) 

Learning Content and Activity 
•​ Teach-back videos and skills demonstration recordings 
•​ Course completions and assessment responses 
•​ Course progress data (for resume functionality) 

Social and Community Features 
•​ Newsfeed posts, comments, and reactions 
•​ Shared content, files, and links 
•​ Messages exchanged within the platform 

4.3 Technical Data (Automatically Collected) 
We collect minimal technical data necessary for system functionality and security: 

Data Type Purpose Retention 

Session Tokens Authentication Session duration 

Login Timestamps Security and audit logs 90 days 

Device Type Design optimisation Session duration 

IP Address Security and fraud prevention 30 days 
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Browser / App 
Version 

Technical support Session duration 

4.4 Data We Do Not Collect 
Suada does not collect: background location data, device contacts, photo library contents 
(except explicit uploads), browsing history, third-party app usage, financial information, social 
media credentials, biometric data, or health information. 

4.5 Website Visitor Data 
When you visit our website (www.suada.com), we may collect information through cookies and 
similar technologies, including your IP address, browser type, referring/exit pages, operating 
system, date/time stamps, and clickstream data. See Section 11 for our Cookie Policy. 

5. User-Created Content and Video Consent 
The Suada platform enables users to create and share learning content, including teach-back 
videos, skills demonstrations, messages, and community posts. This section explains how we 
handle that content. 

5.1 What We Store 
When you create content on the Suada platform, the content itself (including video recordings, 
images, text posts, and files) is stored on our servers and displayed within the platform to 
authorised users. 

5.2 Who Can See Your Content 
Content you create within the platform may be viewed by: 

•​ Your assigned tutors, trainers, and assessors 
•​ Peers within your learning group or organisation 
•​ Administrators within your training organisation 
•​ Authorised Suada personnel (for platform maintenance and support only) 

 

Your content will not be shared with external parties outside of Suada or your training 
organisation, unless required by law or necessary for platform maintenance. 

5.3 Consent for Content Creation 
By using the Suada platform and creating content, you acknowledge and consent to the 
following: 

1.​ Your personal data (first name, last name, and email address) will be collected and 
processed by Suada Corporation Limited for the purpose of providing access to the 
platform. 

2.​ You may choose to create and share content such as teach-back videos, skills 
demonstrations, messages, or community posts within the platform. 

3.​ Any content you create will be stored and displayed within the Suada platform so that it 
can be viewed by authorised users as part of the learning experience. 
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4.​ Your data will not be shared with external parties outside of Suada or your training 

organisation, unless required by law or necessary for platform maintenance by 
authorised Suada personnel. 

 

You must confirm that you are at least 16 years old (or the applicable minimum age in your 
country) and consent to the processing of your personal data for the purposes described above 
before using the platform. This consent is obtained at account registration. 

5.4 Withdrawing Consent for Content 
You may withdraw your consent for the processing of your content at any time by contacting 
support@suada.com. Upon withdrawal, we will remove your user-created content from the 
platform where technically feasible, though certain records may be retained where required by 
law or for legitimate audit purposes. 

5.5 Mobile App Permissions 
The Suada mobile application requests device permissions only when needed and only for the 
following purposes: 

Permission When Requested Purpose 

Camera User taps 'Record Video' Record teach-back video 

Microphone User taps 'Record Video' Audio for video recording 

Photo Library User taps 'Upload Photo' Profile photo selection 

Notifications First app launch (optional) Course updates and reminders 
 
All permissions are optional. Users can deny any permission and continue to use core platform 
features. 

6. Lawful Bases for Processing 
Under the UK GDPR, we must have a lawful basis for processing your personal data. The 
bases we rely on are: 

 

Lawful Basis When We Use It Examples 

Contractual 
Necessity 

Processing necessary to fulfil our 
contract with you or your 
organisation 

Account creation, platform 
access, delivering training 
services, processing payments 

Consent Where you have given clear 
consent for a specific purpose 

Creating and sharing video 
content, marketing 
communications, optional 
profiling 
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Legitimate Interest Processing necessary for our 

legitimate interests, where those 
interests do not override your 
rights 

Platform security monitoring, 
fraud prevention, service 
improvement, aggregate 
analytics 

Legal Obligation Processing required to comply 
with law 

Tax records, regulatory 
compliance, responding to lawful 
requests from authorities 

 

Where we rely on consent, you may withdraw it at any time by contacting support@suada.com. 
Withdrawal of consent does not affect the lawfulness of processing carried out before the 
withdrawal. 

7. How We Use Your Personal Data 
We use your personal data for the following purposes: 

7.1 Platform Functionality 
•​ User authentication and maintaining secure sessions 
•​ Displaying profiles and personalised content 
•​ Tracking learning progress and course completions 
•​ Enabling video recording, content creation, and community features 

7.2 Communication 
•​ Password reset emails and essential account notifications 
•​ Platform notifications (course updates, assessment reminders) 
•​ Customer support responses 

7.3 Service Improvement 
•​ Aggregate usage statistics (no individual tracking for analytics) 
•​ Troubleshooting technical issues 
•​ Identifying trends and areas for platform improvement 

7.4 Compliance and Reporting 
•​ Administrator reports and audit logs for your organisation 
•​ Regulatory compliance and lawful authority requests 
•​ Investigation of misconduct, security issues, or Terms of Service violations 

7.5 Marketing 
We will only send you direct marketing communications where you have given consent. You can 
opt out at any time by clicking the unsubscribe link in any marketing email or by contacting 
support@suada.com. Opting out of marketing will not affect essential service communications 
such as course booking confirmations, registration details, or important account alerts. 

7.6 Investigations 
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We reserve the right to access and review user-generated content, including messages 
exchanged within the platform, to investigate complaints of misconduct, security issues, or 
violations of our Terms of Service. We will only access the minimum amount of personal data 
necessary and will handle any such data in accordance with applicable data protection laws. 

8. Who We Share Your Data With 
Suada does not sell or rent personal data. 

We share personal data only in limited circumstances: 

8.1 Within Your Organisation 
Administrators within your training organisation may access reports relating to your platform 
activity, including course completions, assessment results, and engagement data. 

8.2 Service Providers (Sub-processors) 
We use third-party service providers to help deliver our platform. All sub-processors operate 
under Data Processing Agreements and are required to protect your data to the same standard 
as Suada: 

Provider Purpose Location 

Amazon Web 
Services (AWS) 

Cloud infrastructure (compute, 
storage, networking) 

EU (Ireland) 

MongoDB Atlas Database hosting EU (Ireland) 

Google Workspace Business email and internal 
collaboration 

EU 

GitHub Source code management (no 
customer data) 

USA (with SCCs) 

Pipedrive Customer relationship 
management 

EU 

Sentry Error tracking and application 
monitoring 

USA (with SCCs) 

 
An up-to-date list of sub-processors is maintained in our Sub-processor Disclosure document, 
available upon request. 

8.3 Legal Requirements 
We may disclose your personal data where required by law, such as to comply with a court 
order, legal process, or lawful request by a public authority (including to meet national security 
or law enforcement requirements). 

8.4 Business Transfers 
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In the event of a merger, acquisition, or sale of all or a portion of our assets, you will be notified 
via email and/or a prominent notice on our website of any change in ownership or uses of your 
personal data. 

9. International Data Transfers 
Suada primarily stores and processes personal data within the European Economic Area (EEA) 
and the United Kingdom, using AWS infrastructure in the EU (Ireland) region. 

Where we transfer personal data outside the UK/EEA (for example, to service providers in the 
United States), we ensure appropriate safeguards are in place, including: 

•​ Standard Contractual Clauses (SCCs) approved by the European Commission 
•​ UK International Data Transfer Agreements (IDTAs) or UK Addendums to EU SCCs 
•​ Transfer Impact Assessments where required 

 

We do not rely on the EU-US Privacy Shield Framework, which was invalidated by the Court of 
Justice of the European Union in July 2020. 

10. How We Protect Your Data 
Suada maintains comprehensive technical and organisational measures to protect your 
personal data, aligned with ISO 27001:2022 requirements. Our security controls include: 

10.1 Encryption 
•​ Data at rest: AES-256 encryption for all databases, file storage, and backups 
•​ Data in transit: TLS 1.2+ encryption for all network communications 
•​ Full disk encryption mandatory on all employee devices 

10.2 Access Controls 
•​ Multi-factor authentication (MFA) required for all system access 
•​ Role-based access control (RBAC) with the principle of least privilege 
•​ Production access restricted to senior staff with CTO approval 
•​ Quarterly access reviews to verify ongoing business need 
•​ Immediate access revocation upon employment termination 

10.3 Infrastructure Security 
•​ AWS cloud infrastructure with enterprise-grade security controls 
•​ Network firewalls, security groups, and VPC segmentation 
•​ Web Application Firewall (WAF) and DDoS protection 
•​ Continuous security monitoring and threat detection 

10.4 Organisational Measures 
•​ Mandatory security awareness training for all personnel 
•​ Confidentiality and acceptable use agreements for all employees and contractors 
•​ Regular security assessments and audits 
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•​ Incident response procedures with 72-hour breach notification capability 

 

For detailed information about our security controls, please refer to our Data Security Policy, 
available upon request with appropriate NDA. 

11. Cookies and Tracking Technologies 
Our website uses cookies and similar technologies to improve your browsing experience and to 
analyse site usage. Cookies are small text files stored on your device. 

11.1 Types of Cookies We Use 
•​ Essential cookies: Required for the website and platform to function (authentication, 

security). These cannot be disabled. 
•​ Analytics cookies: Help us understand how visitors use our website through aggregate 

statistics. We use Google Analytics (G-4JPH81C1GM) for this purpose. 
•​ Preference cookies: Remember your settings and preferences (e.g., language). 

11.2 Social Media Widgets 
Our website may include social media features and widgets, such as sharing buttons for 
LinkedIn, WhatsApp, and other platforms. These features may collect your IP address, which 
page you are visiting, and may set a cookie to enable them to function. Social media features 
and widgets are either hosted by a third party or hosted directly on our site. Your interactions 
with these features are governed by the privacy policy of the company providing them, not this 
policy. 

11.3 Managing Cookies 
You can control cookies through your browser settings. Most browsers allow you to refuse or 
delete cookies. Disabling essential cookies may affect your ability to use the platform. We do not 
use cookies for advertising or behavioural tracking. 

12. How Long We Keep Your Data 
We retain your personal data only for as long as necessary to fulfil the purposes described in 
this policy, or as required by law: 

Data Type Retention Period Notes 

Account information Duration of account + 
reasonable period after 
deactivation 

To allow re-activation and 
comply with legal obligations 

User-created content Duration of account, or until 
withdrawal of consent 

May remain if needed for 
other users' learning records 

Login timestamps and audit 
logs 

90 days Security and compliance 
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IP addresses 30 days Security and fraud prevention 

Support correspondence Duration of account + 12 
months 

Service quality and dispute 
resolution 

Marketing preferences Until you opt out or account 
is deleted 

To respect your 
communication choices 

Database backups 7 days (daily), 30 days 
(weekly), 6 months (monthly) 

Business continuity 

 

When data is no longer needed, we delete it securely using cryptographic erasure for encrypted 
storage and secure deletion procedures for all other data. 

13. Your Rights 
Under the UK GDPR and the Data Protection Act 2018, you have the following rights in relation 
to your personal data: 

 

Right Description 

Access Request a copy of the personal data we hold about you 

Rectification Request correction of inaccurate or incomplete personal data 

Erasure Request deletion of your personal data (where there is no compelling 
reason for its continued processing) 

Restrict Processing Request that we limit how we use your data in certain circumstances 

Data Portability Request a copy of your data in a structured, machine-readable format 

Object Object to processing based on legitimate interests or direct marketing 

Withdraw Consent Withdraw consent at any time where processing is based on consent 
 

To exercise any of these rights, please contact us at support@suada.com. We will respond to 
your request within 30 days. In most cases, there is no fee for exercising your rights. If a request 
is manifestly unfounded or excessive, we may charge a reasonable fee or refuse the request, 
but we will explain our reasons. 

If you are a user of the Suada platform provided through your employer or training organisation, 
some requests (such as account deletion) may need to be directed to your organisation's 
administrator, as they are the data controller for your employment-related data. 

You also have the right to lodge a complaint with the Information Commissioner's Office (ICO), 
the UK's supervisory authority for data protection: 

•​ Website: https://ico.org.uk 
•​ Telephone: 0303 123 1113 
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14. Children's Data 
The Suada platform is not intended for use by individuals under the age of 16. Users must 
confirm that they are at least 16 years old (or the applicable minimum age in their country) 
before creating an account. We do not knowingly collect personal data from children under this 
age. If we become aware that we have collected personal data from a child under 16, we will 
take steps to delete it promptly. 

15. Enterprise and Organisational Use 
Where the Suada platform is provided to you through your employer or training organisation, 
your organisation is the data controller for the personal data processed through the platform in 
connection with your training. Suada acts as a data processor on behalf of your organisation. 

In this capacity: 

•​ Suada processes personal data under the direction of your organisation 
•​ Your organisation determines the purposes and means of processing 
•​ Suada has no direct relationship with you as an end user in its capacity as processor 
•​ Requests regarding your personal data should be directed to your organisation in the 

first instance 
 

Suada maintains Data Processing Agreements (DPAs) with all enterprise customers, compliant 
with both UK GDPR and EU GDPR requirements, detailing the scope of processing, security 
measures, and sub-processor arrangements. 

16. Information Security and Compliance 
Suada operates an Information Security Management System (ISMS) in accordance with ISO 
27001:2022. This ISMS provides the framework for our data protection and security practices, 
including: 

•​ Formal risk assessment methodology covering data protection impact assessments 
(DPIAs) under GDPR Article 35 

•​ Regular internal audits and management reviews 
•​ Documented policies and procedures for all aspects of data handling 
•​ Incident management procedures with breach notification processes 
•​ Supplier security assessments and ongoing monitoring 
•​ Continuous improvement programme through corrective actions 

 

Documentation supporting our ISO 27001 compliance (including security policies, penetration 
test reports, and business continuity plans) is available to enterprise customers upon request 
with appropriate NDA. 

17. Links to Other Websites 
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Our website and platform may contain links to third-party websites. We are not responsible for 
the privacy practices or content of those websites. We encourage you to read the privacy 
policies of any third-party site you visit. 

18. Changes to This Policy 
We may update this privacy policy from time to time to reflect changes in our practices, 
technology, legal requirements, or other factors. When we make material changes, we will notify 
you by: 

•​ Posting a notice on our website (www.suada.com) 
•​ Sending an email to the address associated with your account (for material changes) 
•​ Updating the effective date at the top of this document 

 

We encourage you to review this policy periodically. Your continued use of our services after 
changes are published constitutes acceptance of the updated policy. 

19. Contact Us 
If you have any questions about this privacy policy, wish to exercise your data protection rights, 
or have a complaint about how we handle your personal data, please contact us: 

 

Email support@suada.com 

Postal Address Suada Corporation Limited, Portland House, 11-13 Station 
Road, Kettering, Northamptonshire, NN15 7HH 

Telephone +44 7968 797030 

Website https://www.suada.com 

 
--- End of Privacy Policy --- 

Page 13 


	Document Control 
	1. Introduction 
	2. About Us 
	3. Who This Policy Applies To 
	4. Personal Data We Collect 
	4.1 Mandatory Registration Data 
	4.2 User-Initiated Data (Optional) 
	Profile Information 
	Learning Content and Activity 
	Social and Community Features 

	4.3 Technical Data (Automatically Collected) 
	4.4 Data We Do Not Collect 
	4.5 Website Visitor Data 

	5. User-Created Content and Video Consent 
	5.1 What We Store 
	5.2 Who Can See Your Content 
	5.3 Consent for Content Creation 
	5.4 Withdrawing Consent for Content 
	5.5 Mobile App Permissions 

	6. Lawful Bases for Processing 
	7. How We Use Your Personal Data 
	7.1 Platform Functionality 
	7.2 Communication 
	7.3 Service Improvement 
	7.4 Compliance and Reporting 
	7.5 Marketing 
	7.6 Investigations 

	8. Who We Share Your Data With 
	8.1 Within Your Organisation 
	8.2 Service Providers (Sub-processors) 
	8.3 Legal Requirements 
	8.4 Business Transfers 

	9. International Data Transfers 
	10. How We Protect Your Data 
	10.1 Encryption 
	10.2 Access Controls 
	10.3 Infrastructure Security 
	10.4 Organisational Measures 

	11. Cookies and Tracking Technologies 
	11.1 Types of Cookies We Use 
	11.2 Social Media Widgets 
	11.3 Managing Cookies 

	12. How Long We Keep Your Data 
	13. Your Rights 
	14. Children's Data 
	15. Enterprise and Organisational Use 
	16. Information Security and Compliance 
	17. Links to Other Websites 
	18. Changes to This Policy 
	19. Contact Us 

